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The International Standard was reviewed by the CSA TCIT under the jurisdiction of the CSA Strategic
Steering Committee on Information and Communications Technology and deemed acceptable for use in
Canada. This Standard has been formally approved, without modification, by the Technical Committee
and has been developed in compliance with Standards Council of Canada requirements for National
Standards of Canada. It has been published as a National Standard of Canada by CSA Group.

© 2022 Canadian Standards Association

All rights reserved. No part of this publication may be reproduced in any form whatsoever without the
prior permission of the publisher. ISO/IEC material is reprinted with permission. Where the words “this
International Standard” appear in the text, they should be interpreted as “this National Standard of
Canada”.

Inquiries regarding this National Standard of Canada should be addressed to
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1-800-463-6727 » 416-747-4000
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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part2 (see www.iso.org/directives or
www.iec.ch/members experts/refdocs)

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO and I[EC shall not be held responsible for identifying any or all such patent rights. Details
of any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC list of patent
declarations received (see patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT)
see www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 6, Telecommunications and information exchange between systems, in collaboration
with ITU-T. The identical text is published as ITU-T X.680 (02/2021).

This sixth edition cancels and replaces the fifth edition (ISO/IEC 8824-1:2015), which has been
technically revised. It also incorporates ISO/IEC 8824-1:2015/Amd 1:2019, ISO/IEC 8824-1:2015/
Cor 1:2017, ISO/IEC 8824-1:2015/Cor 2:2018, ISO/IEC 8824-1:2015/Cor 3:2018.

Alist of all parts in the ISO/IEC 8824 series can be found on the ISO and IEC websites.
Any feedback or questions on this document should be directed to the user’s national standards body. A

complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees.
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Introduction

This Recommendation | International Standard presents a standard notation for the definition of data types and values.
A data type (or type for short) is a category of information (for example, numeric, textual, still image or video
information). A data value (or value for short) is an instance of such a type. This Recommendation | International
Standard defines several basic types and their corresponding values, and rules for combining them into more complex
types and values.

In some protocol architectures, each message is specified as the binary value of a sequence of octets. However,
standards-writers need to define quite complex data types to carry their messages, without concern for their binary
representation. In order to specify these data types, they require a notation that does not necessarily determine the
representation of each value. ASN.1 is such a notation. This notation is supplemented by the specification of one or
more algorithms called encoding rules that determine the value of the octets that carry the application semantics (called
the transfer syntax). Rec. ITU-T X.690 | ISO/IEC 8825-1, Rec. ITU-T X.691 | ISO/IEC 8825-2 and Rec. ITU-T X.693 |
ISO/IEC 8825-4 specify three families of standardized encoding rules, called Basic Encoding Rules (BER), Packed
Encoding Rules (PER), and XML Encoding Rules (XER).

Some users wish to redefine their legacy protocols using ASN.1, but cannot use standardized encoding rules because
they need to retain their existing binary representations. Other users wish to have more complete control over the exact
layout of the bits on the wire (the transfer syntax). These requirements are addressed by Rec. ITU-T X.692 |
ISO/IEC 8825-3 which specifies an Encoding Control Notation (ECN) for ASN.1. ECN enables designers to formally
specify the abstract syntax of a protocol using ASN.1, but to then (if they so wish) take complete or partial control of
the bits on the wire by writing an accompanying ECN specification (which may reference standardized Encoding Rules
for some parts of the encoding).

A very general technique for defining a complicated type at the abstract level is to define a small number of simple
types by defining all possible values of the simple types, then combining these simple types in various ways. Some of
the ways of defining new types are as follows:

a) given an (ordered) list of existing types, a value can be formed as an (ordered) sequence of values, one
from each of the existing types; the collection of all possible values obtained in this way is a new type (if
the existing types in the list are all distinct, this mechanism can be extended to allow omission of some
values from the list);

b) given an unordered set of (distinct) existing types, a value can be formed as an (unordered) set of values,
one from each of the existing types; the collection of all possible unordered sets of values obtained in this
way is a new type (the mechanism can again be extended to allow omission of some values);

€) given a single existing type, a value can be formed as an (ordered) list or (unordered) set of zero, one or
more values of the existing type; the collection of all possible lists or sets of values obtained in this way
is a new type;

d) given a list of (distinct) types, a value can be chosen from any one of them; the set of all possible values
obtained in this way is a new type;

e) given a type, a new type can be formed as a subset of it by using some structure or order relationship
among the values.

An important aspect of combining types in this way is that encoding rules should recognize the combining constructs,
providing unambiguous encodings of the collection of values of the basic types. Thus, every basic type defined using
the notation specified in this Recommendation | International Standard is assigned a tag to aid in the unambiguous
encoding of values.

Tags are mainly intended for machine use, and are not essential for the human notation defined in this Recommendation
| International Standard. Where, however, it is necessary to require that certain types be distinct, this is expressed by
requiring that they have distinct tags. The allocation of tags is therefore an important part of the use of this notation, but
(since 1994) it is possible to specify the automatic allocation of tags.

NOTE 1 — Within this Recommendation | International Standard, tag values are assigned to all simple types and construction

mechanisms. The restrictions placed on the use of the notation ensure that tags can be used in transfer for unambiguous
identification of values.

It is also possible to assign encoding instructions to a type in order to affect the encoding of that type. This can be done
either by a type prefix placed before a type definition or use of a type reference, or by an encoding control section
placed at the end of an ASN.1 module. The generic syntax of type prefixes and encoding control sections is specified in
this Recommendation | International Standard, and includes an encoding reference to identify the encoding rules that are
modified by the encoding instruction. The semantics and detailed syntax of encoding instructions are specified in the
encoding rules Recommendation | International Standard identified by the encoding reference.
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An ASN.1 specification will initially be produced with a set of fully defined ASN.1 types. At a later stage, however, it
may be necessary to change those types (usually by the addition of extra components in a sequence or set type). If this is
to be possible in such a way that implementations using the old type definitions can interwork with implementations
using the new type definitions in a defined way, encoding rules need to provide appropriate support. The ASN.1
notation supports the inclusion of an extension marker on a number of types. This signals to encoding rules the intention
of the designer that this type is one of a series of related types (i.e., versions of the same initial type) called an extension
series, and that the encoding rules are required to enable information transfer between implementations using different
types that are related by being part of the same extension series.

Clauses 11 to 33 (inclusive) define the simple types supported by ASN.1, and specify the notation to be used for
referencing simple types and for defining new types using them. Clauses 11 to 33 also specify notations to be used for
specifying values of types defined using ASN.1. Two value notations are provided. The first is called the basic ASN.1
value notation, and has been part of the ASN.1 notation since its first introduction. The second is called the XML
ASN.1 Value Notation, and provides a value notation using Extensible Markup Language (XML).

NOTE 2 — The XML Value Notation provides a means of representing ASN.1 values using XML. Thus, an ASN.1 type
definition also specifies the structure and content of an XML element. This makes ASN.1 a simple schema language for XML.

Clauses 36 to 37 (inclusive) define the types supported by ASN.1 for carrying within them the complete encoding
of ASN.1 types.

Clause 38 and Annex B define the types that provide support for ISO 8601.
Clauses 39 to 44 (inclusive) define the character string types.

Clauses 45 to 48 (inclusive) define certain types which are considered to be of general utility, but which require no
additional encoding rules.

Clauses 49 to 51 (inclusive) define a notation which enables subtypes to be defined from the values of a parent type.

Clause 52 defines a notation which allows ASN.1 types specified in a "version 1" specification to be identified as likely
to be extended in "version 2", and for additions made in subsequent versions to be separately listed and identified with
their version number.

Clause 53 defines a notation which allows ASN.1 type definitions to contain an indication of the intended error
handling if encodings are received for values which lie outside those specified in the current standardized definition.

Annex A forms an integral part of this Recommendation | International Standard, and specifies ASN.1 regular
expressions.

Annex B forms an integral part of this Recommendation | International Standard, and defines an ASN.1 module
containing the definition of a set of time types providing the full functionality of 1SO 8601. These types can be imported
from this ASN.1 module by an application designer if the useful time types specified in clause 38 are not adequate for
the application.

Annex C forms an integral part of this Recommendation | International Standard, and specifies rules for type and value
compatibility.

Annex D forms an integral part of this Recommendation | International Standard, and records object identifier and
object descriptor values assigned in the ASN.1 series of Recommendations | International Standards.

Annex E forms an integral part of this Recommendation | International Standard and specifies the currently defined
encoding references and the Recommendation | International Standard that defines the semantics and detailed syntax of
encoding instructions with those encoding references.

Annex F does not form an integral part of this Recommendation | International Standard, and references the
specification of the top-level arcs of the International Object Identifier tree and the use of that tree to form an OID
internationalized resource identifier which can be used as an IRI or URI registered as the "oid" scheme with IANA.

Annex G does not form an integral part of this Recommendation | International Standard, and provides examples and
hints on the use of the ASN.1 notation.

Annex H does not form an integral part of this Recommendation | International Standard, and provides a tutorial
on ASN.1 character strings.

Annex | does not form an integral part of this Recommendation | International Standard, and provides a tutorial on
the ASN.1 model of type extension.

Annex J does not form an integral part of this Recommendation | International Standard and provides a tutorial
introduction to ISO 8601 and to the TIME type. It is recommended that this be read before the normative text.
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Annex K does not form an integral part of this Recommendation | International Standard and provides information on
how to identify the time properties of an abstract value from an instance of value notation.

Annex L does not form an integral part of this Recommendation | International Standard, and provides a summary
of ASN.1 using the notation of clause 5.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology —
Abstract Syntax Notation One (ASN.1):
Specification of basic notation

1 Scope

This Recommendation | International Standard provides a standard notation called Abstract Syntax Notation One
(ASN.1) that is used for the definition of data types, values, and constraints on data types.

This Recommendation | International Standard:

— defines a number of simple types, with their tags, and specifies a notation for referencing these types and
for specifying values of these types;

— defines mechanisms for constructing new types from more basic types, and specifies a notation for
defining such types and assigning them tags, and for specifying values of these types;

— defines character sets (by reference to other Recommendations and/or International Standards) for use
within ASN.1.

The ASN.1 notation can be applied whenever it is necessary to define the abstract syntax of information.

The ASN.1 notation is referenced by other standards which define encoding rules for the ASN.1 types.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and 1SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

NOTE — This Recommendation | International Standard is based on ISO/IEC 10646:2003 and the Unicode standard version
3.2.0:2002. It cannot be applied using later versions of these two standards.

2.1 Identical Recommendations | International Standards

—  Recommendation ITU-T X.660 (2011) | ISO/IEC 9834-1:2012, Information technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: General procedures and
top arcs of the ASN.1 International Object Identifier tree.

— Recommendation ITU-T X.681 (2021) | ISO/IEC 8824-2:2021, Information technology — Abstract
Syntax Notation One (ASN.1): Information object specification.

—  Recommendation ITU-T X.682 (2021) | ISO/IEC 8824-3:2021, Information technology — Abstract
Syntax Notation One (ASN.1): Constraint specification.

— Recommendation ITU-T X.683 (2021) | ISO/IEC 8824-4:2021, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

—  Recommendation ITU-T X.690 (2021) | ISO/IEC 8825-1:2021, Information technology — ASN.1
encoding Rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER).

—  Recommendation ITU-T X.691 (2021) | ISO/IEC 8825-2:2021, Information technology — ASN.1
encoding rules: Specification of Packed Encoding Rules (PER).

— Recommendation ITU-T X.692 (2021) | ISO/IEC 8825-3:2021, Information technology — ASN.1
encoding rules: Specification of Encoding Control Notation (ECN).

—  Recommendation ITU-T X.693 (2021) | ISO/IEC 8825-4:2021, Information technology — ASN.1
encoding rules: XML Encoding Rules (XER).
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